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Backups

occasionally...



Backups

occasionally...



What do we want!



A good feeling!



When do we want it!



Now!



Disambiguation

Citation needed!



to back up

someone



Your back up

a feeling



Back up!

Move, move, move



to be back up

on your feet




to back up

beedooobeedoobeedoo



Backup, backup, backup!

Recommendation



How much could you loose!






Applicable laws



Murphy’s Law




Murphy’s Law

Anything that can go wrong
will go wrong.

— Edward A. Murphy jr.



Finagle’s Law

of dynamic Negatives



Finagle's Law of dynamic Negatives

Anything that can go wrong, will
- at the worst possible moment.

— John Wood Campbell Jr.



Hofstadter’s Law



Hofstadter’s Law

It always takes longer than you expect,
even when you take into account
Hofstadter's Law.

— Douglas R. Hofstadter












The Problem




Data loss



L ost data’



L ost data’
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What is data!’



Classification of data’









Criteria’



Amount!

PN



Bytes

Time



Criticality!
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Relevance!



lrrelevance!?



SEP field?






Duration?



Interface!



Network Bandwidth!?



Latency!






Where is your data!
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Where is your backup!?



Where are your backups?



What'’s your backup media!?



——




Is a backup possible!?









Backup lypes



Full Backup
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Incremental



Differential



Differential and incremental






criminal



Trust



Updates






Amount per iteration



Frequency









Causes



Fire!






Defects
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Magnetic fields



Cold deformation



Surface disintegration
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Theft or Loss



Ransomware



Deletion™

*) accidentally






Deletion™

*) on purpose
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Types of loss



Everything is gone



One medium gone



Laptop defective



Loss of data integrity



Restore
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What could possibly go wrong?

Everything!



Empty Backups



Unreadable Backups



Backup media unretrievable
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Credentials



Credentials

Bonus Episode






Passphrases for Keys



Physical Media






Capacity



Networks



Controller

RAID, HBA



Partitioning schemes






Operating Systems



Ransomware



Integrity



Filesystems






Applications




UEFI



Backup Concept



3-2-1Rule



(Generations



lTest Restore







Automate



Test again



Bootstrappen






Questions?
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