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🚫 Disclaimer 🚫

This talk is (still) not about the Safari 
Browser



  

WTF?

PoC
RCE 

DoS

Backdoor

Command InjectionAuth Bypass

Security 1   1🍍

CVE
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CVE

Common Vulnerabilities and 
Exposures

- Example: CVE-2017-0143

https://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2017-0143


  

CVSS

Common Vulnerability Scoring 
System

- Scoring: 0-10



  

RCE

Remote Code Execution

Execute on a remote target 
own code/programs



  

Command Injection

Inject own controlled 
commands into system



  

Auth Bypass

Authentification Bypass

For Example:
Login without credentials 
or only with username



  

DoS

Denial of Service



  

PoC

Proof of Concept

Screenshot: https://en.wikipedia.org/wiki/Windows_Calculator#/media/File:Windows_7_Calculator.png

https://en.wikipedia.org/wiki/Windows_Calculator#/media/File:Windows_7_Calculator.png


  

Backdoor

Built in Method to bypass 
authentification || encryption 
of a system



  

Cisco Backdoors

🐒    has long Backdoor history

🐒    Positive: Intern Auditing !

🐒     very creative in finding synonyms



  

Cisco Backdoors

🐒 Examples:

"undocumented user account with privilege level 15" 
CVE-2018-0150

"undocumented, static user credentials for the default 
administrative account" 
CVE-2018-0222

"undocumented test interface"
CVE-2014-0659

https://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2018-0150
https://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2018-0222
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140110-sbd


  

Tenda AC15 Backdoor

🐦 Internet WiFi Router

🐦 Easy root access in 3 steps

1)  request to /goform/telnet → starts telnet
2)  choose freely from 3 existing default 
accounts on device that are root accounts
Password? Guess! 
1234
3) login → profit

🐦 CVE-2018-5770

https://www.cvedetails.com/cve/CVE-2018-5770/


  



  

Meltdown && Spectre

🔥 Leads to extraction of sensible data

🔥 Design fault in modern CPU architecture

🔥 Hardware "bug" - speculative execution

🔥 Software fixes → performance loss



  



  

Electron RCE

🍉 Framework for cross plattform apps

🍉 A lot of Software based on Electron
-Signal, Wire, Slack etc...

🍉 re-enable nodeIntegration via XSS 
→  allowed execution of system commands. 

🍉 CVE-2018-1000136

https://www.cvedetails.com/cve/CVE-2018-1000136/


  

Steam RCE

🐠 existed 10 years in client

🐠 malformed UDP packet enought to 
trigger exploit

🐠    extensive writeup under
https://www.contextis.com/blog/frag-grenad
e-a-remote-code-execution-vulnerability-in-t
he-steam-client
  

https://www.contextis.com/blog/frag-grenade-a-remote-code-execution-vulnerability-in-the-steam-client
https://www.contextis.com/blog/frag-grenade-a-remote-code-execution-vulnerability-in-the-steam-client
https://www.contextis.com/blog/frag-grenade-a-remote-code-execution-vulnerability-in-the-steam-client


  

Seagate Personal Cloud
Command Injection 

🐍 Mediaserver for home use

🐍 no auth required: GET parameters 
passed unvalidated/unsanitized to Python 
modules

🐍 led to command injection → running 
system commands as root.

🐍 CVE-2018-5347

https://www.cvedetails.com/cve/CVE-2018-5347/


  

 

Attribution: CC BY-SA 2.0, modified from
https://de.wikipedia.org/wiki/Fight_Club_(Film)#/media/File:Fight_Club_logo1.png 

https://de.wikipedia.org/wiki/Fight_Club_(Film)#/media/File:Fight_Club_logo1.png


  

Blast from the past!



  

Netscape
gained privileges 

🐘 Netscape Enterprise Server & Netscape 
FastTrack Server

🐘 Remote attack

🐘 Privileges gained via HTTP Basic Auth

🐘 CVE-1999-0853

https://www.cvedetails.com/cve/CVE-1999-0853/


  
Attribution: CC BY 2.0
https://www.flickr.com/photos/wwarby/9641216546/ 



  

Back to the future!



  

HPE iLO4 Auth Bypass + RCE

🐆 remote management console for server

🐆 Authentification bypass+RCE

🐆 from 2017, broad public knowledge in 
2018 
CVE-2017-12542

https://www.cvedetails.com/cve/cve-2017-12542


  

HPE iLO4 Auth Bypass

Source: https://github.com/airbus-seclab/ilo4_toolbox 

https://github.com/airbus-seclab/ilo4_toolbox


  

1999 = 2018

Buffer
0verflow



  

Netwave IP Camera - DoS

💥 Sending POST request with a huge body 
size to / URI → Crash camera

💥 PoC on Github
https://github.com/dreadlocked/netwave-do
svulnerability

💥 CVE-2018-6479

https://github.com/dreadlocked/netwave-dosvulnerability
https://github.com/dreadlocked/netwave-dosvulnerability
https://www.cvedetails.com/cve/CVE-2018-6479/


  

Hardware Security



  

BMW - Telematics Control Unit

🐛 BMW vehicles (2012 to 2018)

🐛 remote attack

🐛 execution (CAN bus) of 
arbitrary, unauthorized diagnostic requests 

🐛 CVE-2018-9318

https://www.cvedetails.com/cve/CVE-2018-9318/


  



  

600

Mining Rigs

Iceland

Datacenter

Combine!



  

Stolen Mining Rigs

Source: 
https://www.apnews.com/55117fb55a714e909fb9aaf08841a5d6/Bitcoin-heist:-600-powerful-computers-stolen-in-Icela
nd

https://www.apnews.com/55117fb55a714e909fb9aaf08841a5d6/Bitcoin-heist:-600-powerful-computers-stolen-in-Iceland
https://www.apnews.com/55117fb55a714e909fb9aaf08841a5d6/Bitcoin-heist:-600-powerful-computers-stolen-in-Iceland


  

Stolen Mining Rigs

Bonus



  

Stolen Mining Rigs
Bonus Content

Source: 
https://www.theguardian.com/technology/2018/apr/18/big-bitcoin-heist-suspect-sindri-thor-stefansson-escapes-prison-
flees-iceland-pm-katrin-jakobsdottir-plane

https://www.theguardian.com/technology/2018/apr/18/big-bitcoin-heist-suspect-sindri-thor-stefansson-escapes-prison-flees-iceland-pm-katrin-jakobsdottir-plane
https://www.theguardian.com/technology/2018/apr/18/big-bitcoin-heist-suspect-sindri-thor-stefansson-escapes-prison-flees-iceland-pm-katrin-jakobsdottir-plane


  

Sound + HDDs = ☠

☠    Gas-based fire suppression system

☠  Destroyed HDDs

☠     Not enough Servers in Sweden

☠   NASDAQ not operational

Shouting in the Datacenter: https://www.youtube.com/watch?v=tDacjrSCeq4
Source: 
https://www.bleepingcomputer.com/news/technology/loud-sound-from-fire-alarm-system-shuts-down-nasdaqs-scandin
avian-data-center/

https://www.youtube.com/watch?v=tDacjrSCeq4
https://www.bleepingcomputer.com/news/technology/loud-sound-from-fire-alarm-system-shuts-down-nasdaqs-scandinavian-data-center/
https://www.bleepingcomputer.com/news/technology/loud-sound-from-fire-alarm-system-shuts-down-nasdaqs-scandinavian-data-center/


  

Why should I 
care?



  

Security problems 
affect us all in 

some way!



  

Make the world a 
safer place!



  

Get some Popcorn 
and take your time!

Got curious about all this Security foo?
Reading CVEs is fun and interesting!

Where to get the CVE Info?

https://www.cvedetails.com/

Damn, Flash got again 0day RCE..
Need to delete this crap!

https://www.cvedetails.com/


  

Questions?



  

Thank you!🌴
Stay safe and patch your systems!

🌴



  

Can i haz 
contact?⛱

Attribution: Twitter Emoji by Twitter on Github under CC-BY 4.0

Matrix: @hetti:matrix.org

Mastodon: @hetti@chaos.social

Twitter: @Th3peko

Email: camppp18@cyber.coffee ☕

https://github.com/twitter/twemoji
https://creativecommons.org/licenses/by/4.0/


  

BalCCon 2k18
Find yourself

14-16 September

Novi Sad – Serbia

Come and bring your friends!
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