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When hackers grow up...

CONSULTING

IF YOU'RE NOT A PART OF THE SOLUTION,
THERE'S GOOD MONEY TO BE MADE IN PROLONGING THE PROBLEM.
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O This repository Pull requests Issues Gist

radicallyopensecurity / templates @ Unwatch~ 21

Branch: master v templates / xml / doc / Report Writing - Procedure.md

% skyanth 6 days ago implemented monospace inline tag

1 contributor

879 lines (650 sloc) 28.2 KB Raw Blame History

Writing a test report

Tools

First of all, make sure you have the right tools installed. Check the tools manual for more info.

Main structure

The report's main element is <pentest_report> . It contains four major parts:

e Document information (metadata), in the element <meta>

e The index, in the element <generate_index>

¢ A variable number of sections (main content), in several <section> elements

e A variable number of appendices (extra content), in one or more <appendix> elements
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Demo Prologue: Getting Started

1. A clone of the PenText repository
2. PenText toolchain (Saxon, Apache FOP)

3. Content (plaintext)
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Demo Setup
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@, (1) Rocket.Chat - Mozilla Firefox
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DIRECT MESSAGES + [+] new channel created - Added peter to the new room off-mypentest
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[+] listo!

&> ROCKET.CHAT

g

-PgDiC‘PsI_Li/ 'PEV] ARV August 18, 2016




Content - Pentest

* Main source: source/report.xml
* Can re-use details from quote (e.g. client_info.xml)
* Plus findings, non-findings and scan outputs (all XML)

<finding id="finding" threatLevel="Low" type="Information
Leak">
<title>Title</title>
<description>Description.</description>
<technicaldescription>Techical
description.</technicaldescription>
<impact>Consequences of exploitation</impact>
<recommendation>Steps to resolve the 1dissue</recommendation>
</finding>
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What Else Can We Integrate?

» Scanning + Exploitation:

- Nmap, w3af, sglmap, hydra, etc..
» Reconnaissance:

- Whois, Google, PassiveScan, etc..
» Cryptography

- Hash cracking, etc..

* Other:
- Email/SMS integration, spearphishing,
CVEsearch
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PENToxT

https://pentext.org

https://github.com/radicallyopensecurity/pentext
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Questions?
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