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FITCHFORK!S!



PITCHFORK (TOP SECRET UMBRA//COMSEC//EYES ONLY//20380119)

o (U//FQUQ) PITCHFORK is a device for compartmentalizing key material
and cryptographic operations in a small and durable USB device.



status update
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CONSTRUCTION DEFECT?

| BUILT IT EXACTLY ACCORDING TO,THE PLANS!
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TEXAS INSTRUMENTS TPS2066DGN LEISTUNGSSCHALTER, HIGH-SIDE, MSOP-8

¢ Zu Favoriten hinzufigen

o 5
b - Verfiigbarkeit

o
Verfiigharkeit: 96

Hersteller: TEXAS [NSTRUMENTS

Herstellerteilenummer: TPS2066DGN 15 versandfertig (Liege stock)
81 versandfertig (UK stock)

#) Technical Data Sheet (1.53MB) EN Bestellannahmeschluss (7]

} Wicderbeschaffung

Preiseinheit: Stick: 1
Mindestbestellmenge: |
Verkaufseinheit: |

Preis:

@ zum Heranzoomen Kicken

Abbildung gaf. dhich. Alle Angaben ohne
Gewahr, Ausschlaggeberd sird die

Produktinformationen des FHerstelers.
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off-spring
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https://github.com/hsbp/reflowoven


https://github.com/hsbp/reflowoven
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future plans
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using Ipc4370, with 2 HS usb ports, implement usb firewall



alternatives






The GPF Crypto Stick is a USB stick in a small form factor
containing an integrated OpenPGP smart card to allow easy and
high-secure encryption e.g. of e-mail or for authentication in




Project Vault, designed by Google, is a secure computer entirely
packed onto a microSD card that can be plugged into any system
whether its a desktop or a mobile phone. Once the chip is
installed, the chat application just opens the virtualized two-file
system with the read/write |/O.
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IETF crypto in a FPGA.




The hardware design features the Freescale i.MX53 processor,
supporting advanced security features such as secure boot and
ARM TrustZone.

The USB armory hardware is supported by standard software
environments and requires very little customization effort. In fact
vanilla Linux kernels and standard distributions run seamlessly on
the tiny USB armory board.
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conclusion



> diversity rules!
» lots of work for all of us

> interesting times ahead



Questions
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